
This project has received funding from the 
European Unionʼs Horizon 2020 research and 

innovation programme under grant 
agreement N° 653811.

Denitsa  Kozhuharo va ,  L aw  and I nternet  Foundat io n
L ega l  I nnovat i o n ,  Wroc ław,  Poland

21 - 22 Apr i l  2017

PRESENTING THE CITYCOP 

PROJECT: SMART SURVEILLANCE IN 

THE CONTEXT OF ICT ENHANCED 

COMMUNITY POLICING



CITIZEN INTERACTION TECHNOLOGIES YIELD 

COMMUNITY POLICING OVERVIEW

CITYCoP aims to develop a solution including a new
smartphone app and on-line portal which are capable of
being deployed in any European city while still retaining
‘local flavour’ and diversity. These ICT solutions will also
be designed from scratch to be fully compliant with strict
privacy and data protection laws.
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WP1 - Coordination and management

WP16 - Dissemination and exploitation

WP17 - Internal evaluation

WP2 - Success and 
failure in the market 
to date

WP3 – Sociology

WP4 - Citizens’ needs

WP11 - Legal and 
ethical review

WP13 - Comparative 
analysis of CP policies 

WP14 - Smart data-
analysis

WP15 - Toolkit

WP6 - CITYCoP 
overall system 

WP12 - Privacy 
& data 
protection audit

WP10 - Pilot 
runs

WP5 -
Optimising 
application and 
platform 

WP7 - Central 
architecture

WP8 - Serious 
games

WP9 - Training 
application design 
and development



Our review of the smart surveillance technologies
showed four main disadvantages of smart surveillance -
the threat to the right to privacy and social relationships;
declining trust in the state that acts on categories and
from a distance; discrimination; threats to security due
to large scale storing of more data.

LEGAL, SOCIAL AND ETHICAL IMPLICATIONS OF 

USING SMART SURVEILLANCE IN COMBINATION 

WITH COMMUNIT Y POLICY STRATEGIES
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THE RIGHT TO 
DATA 
PROTECTION:

PROFILING
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THE RIGHT TO 
FAIR TRIAL AND 
THE 
PRESUMPTION OF 
INNOCENCE
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OF RIGHTS



MAPPING OF ACTORS

The exercise of ‘mapping the actors’ becomes much more
complicated when the layer of community policing is
added to the typical smart surveillance landscape. The
responsibility of the different parties is distributed by
the applicable laws.

Thus, the data protection legislation defines the role of
data controllers and data processors but also the role of
the system developers and designers.
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